Cyberbullying —
Damage in a Digital Age
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What cyberbullying is
and why it matters

Cyberbullying can take many forms — from repeatedly sending
hurtful text messages and pictures to posting cruel comments
online to creating fake Facebook or MySpace pages to

impersonate other kids — and it can have a devastating effect.



In some ways, cyberbullying is like traditional bullying. But there are many new
and different aspects.

 Nasty comments and embarrassing photos can spread quickly and widely online and
through mobile devices.

 Online anonymity makes it easier for kids to be mean and for other kids to add to
the problem.

« Like the online world, cyberbullying is 24/7 — it may start from a home computer, but it
expands into the school environment and everywhere in between.

« Because it’s online and mobile, it’s much harder for parents and teachers to detect.

Cyberbullying is a relatively new term with a variety of definitions.
For example:

» The Centers for Disease Control calls it “any type of harassment or bullying (teasing,
telling lies, making fun of someone, making rude or mean comments, spreading rumors,
or making threatening or aggressive comments) that occurs through email, a chat room,
instant messaging, a website (including blogs), or text messaging.”

 The National Crime Prevention Council says it’s when “the Internet, cell phones, or
other devices are used to send or post text or images intended to hurt or embarrass
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another person.

« Leading researchers describe it more simply as an “overt, intentional act of aggression
towards another person online.”?

Bullying has always been a blow to kids’ self-confidence, but the public humiliation of cyberbullying
may be even more damaging. Hurtful information posted online is extremely difficult to remove, and
many more people can see it and spread it.



TEENS’ ONLINE FOOTPRINT*

93%

of teens 12-17 go online

63%

of online teens
go online daily

75%

o)
of teens have a cell phone 54 7o

of teens text
message daily

73%

of teens use an online
social networking site

37%

of 10- to 12-

year-olds have
a Facebook
- account®*

*Facebook’s Terms of Service restrict use to individuals 13 and older

Cyberbullying occurs where kids live today. They spend more time online, texting, watching TV and
movies, and playing video games than they do in school or with their parents, so harmful comments or
actions online may have even greater impact.

Unlike kids, most adults don’t live online, so cyberbullying usually occurs in places and formats that
parents and teachers don’t immediately see. Sometimes adults learn about cyberbullying only when they
see the depression and anxiety — or worse — that results.
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Cyberbullying victim talks about ordeal that
led her to harm herself

By Kerry Lester | Dally Herald Staff Tuesday, July 13, 2010

Life
Most kids have had negative online experiences: report
By QMI AGENCY

© Local Coverage

Cyberbullying: One victim’s story

By Lauren Daley / New Bedford Standard-Times
Sunday, Aprl 11, 2010 - Added 3 months ago

Mean Girls: Cyberbullying Blamed for Teen

Suicides
Massachusetts Girl, 15, Was Reportedly Bullied Online Before Taking Her life

Cyberbullying Is a Major Issue
That Is Not Going Away
Cyberbullying is so bad that it drives some kids to suicide
Toledo Blade, July 1, 2010

With cyberbullying, there’s no safe place, study finds
CNN Health: The Chart, July 5, 2010

Cyberbullying: Torment just one click away
The News-Star (Monroe, LA), April 15, 2010

When cyberbullying kills: Suicide’s mom warns of social-networking dangers
Philadelphia Daily News, April 24, 2009



Who Cyberbullies?

Early research is showing the complexity of cyberbullying. For example, surveys about the frequency
of cyberbullying often show different responses depending on the description or type of cyberbullying:

« In a recent McAfee/Harris Interactive survey, 29% of 10- to 17-year-olds said they’ve
been cyberbullied, and 52% said they know someone who has experienced cyberbullying.”

« According to recent studies by the Pew Internet & American Life Project,
> 26% of teens said they’ve been harassed via cell phone, either by voice or text.®

>15% of teens said they’ve had private material (IM, text, email) forwarded
without permission.’

By Gender

« Both boys and girls cyberbully, but early research indicates that girls are more likely
than boys to be perpetrators — and victims — of cyberbullying.”’ (Boys are
generally more likely than girls to be engaged in traditional forms of bullying.)"

« There are also gender differences in types of cyberbullying — girls are more likely
than girls to spread rumors, while boys are more likely to post hurtful pictures or

videos."

By Age

« Most cyberbullying occurs among mid-teens (ages 14-17)."

age

« Perpetrators of cyberbullying (like traditional bullying) are generally the same age as

their victims."

By Race

There is limited information about how cyberbullying varies by race or ethnicity,"”
but the Pew Internet & American Life Project found no major differences in socio-
economic status, race/ethnicity, or parent education in the likelihood of being
harassed online."
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Aggressors and Victims

« In one study, 47% of the victims said the perpetrator was another student at school.”

 Another study found that 43% of the victims were cyberbullied by known peers, and
57% by people they met online and did not know in person.*

Another complication is that perpetrators are often also victims, whether online or offline."

+ One recent survey found that 11% of kids ages 10 to 17 admitted to engaging in some form
of cyberbullying.*’

As with traditional bullying, it can be very hard to determine why kids cyberbully — sometimes it’s a
response to a break-up or the end of a friendship, sometimes it can be based on hate or bias, and some
cases of online bullying begin as a response to offline bullying. Some kids may even see cyberbullying
as entertainment — a game in which you get to hurt other people.”
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The impact of cyberbullying

Bullying in any form can result in long-term damage, including low self-esteem, depression, anger,

school failure, and, in some tragic cases, even violence or suicide. Cyberbullying may be even more
dangerous than traditional bullying because:

« It’s easy to start — a few clicks is all it takes, and the anonymity of the Internet removes
many of the traditional restraints.

« It’s hard to stop — words and pictures sent online can go around the world in no time
and are often impossible to remove.

« It’s very visible to kids but almost invisible to adults, since they aren’t online as much and aren’t
in the same online spaces. Also, kids may hesitate to tell adults what happens online and on their cell
phones because they are traumatized, fear retribution, or worry that their online activities or
cell phone use will be restricted.”
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THE IMPACT OF CYBERBULLYING ON TEENS

on social networking site

2Q% 407

via instant messenger

playing online games

1in 3 kids

say they’ve been cyberbullied >

Several early studies about the impact of cyberbullying on kids show troubling results:

« Young people who were harassed online were significantly more likely to use alcohol or
other drugs, receive school detention or suspension, skip school, or experience
emotional distress than those who were not harassed.*

« Young people who receive rude or nasty comments via text message are significantly
more likely to report feeling unsafe at school.*

« Targets of cyberbullying were eight times more likely than all other youths to report recently
carrying a weapon to school.”’

Almost as troubling as the impact of cyberbullying is the limited understanding of how we prevent it.
One in four kids (25%) report that they wouldn’t know what to do if they were bullied or harassed online.*®
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What We Can Do
to Protect Our Kids

a

What Parents Can Do

« Set the rules. Explain to your kids that if they wouldn’t say something to
someone’s face, they shouldn’t text it, IM it, or post it.

« Ask if they know someone who has been cyberbullied. Sometimes they will
talk about others’ experiences before they’ll discuss their own.

« Establish consequences for bullying. Make sure kids know that if they aren’t
responsible, you'll take away their phone and computer privileges.

« Visit www.commonsense.org/cyberbullying-tips for more parent tips.

What Educators Can Do

« Teach digital literacy and citizenship in K-12 schools so that all kids learn
how to be responsible, respectful, and safe digital citizens.

« Establish clear rules about bullying and harassment in all forms. School is
by far the most common place that youths report being cyberbullied.*

« Provide professional development for all teachers and staff in how to
recognize and respond to bullying.

« Implement Common Sense Media’s free middle school curriculum.
Visit www.commonsense.org/educators for more information.
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What Companies Can Do

 Provide easy-to-use online resources for kids who have been cyberbullied,
including better opportunities to flag and report bullies.

» Fund and facilitate local digital literacy and citizenship programs in
your community.

« Support public awareness messages about the potential for cyberbullying
and the impact it can have on kids.

What Government Can Do

« Make digital literacy and citizenship an essential part of every school’s
basic curriculum and support it through programs like the Elementary and
Secondary Education Act.

« Fund professional development for educators about digital literacy
and citizenship.

« Create a new Digital Literacy Corps as outlined in the National Broadband Plan.

« Support additional research to build a deeper understanding of how and why
kids cyberbully.
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Digital Citizenship in a Connected Culture

is Common Sense Media’s pioneering school-based curriculum
designed to provide students with the essentials of positive
behavior in a digital world. Based on the digital ethics research
of Dr. Howard Gardner at the Harvard School of Education,
Common Sense Media uses engaging content — from print

and video materials to interactive components and role-play
case studies — on topics like privacy, self-expression, and
cyberbullying to inspire kids to be responsible digital citizens.

To access the curriculum, visit www.commonsense.org/educators.
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Common Sense Media is dedicated to improving the lives of kids and families by
providing the trustworthy information, education, and independent voice they need
to thrive in a world of media and technology.

Go to www.commonsense.org for thousands of reviews and expert advice.
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